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1
Decision/action requested

We propose to list up agreement and needed actions (and its owner) to conclude study of LTE V2X security, and start normative work.
2
References

To the rapporteur: draft TR reference is included according to the guide from tdoc template, but obviously it should not be added to the draft TR itself.
[x]
3GPP TR 33.885: "Study on Security Aspect for LTE support of V2X Services". V0.5.0
3
Rationale

Note: This document was prepared for 3GPP SA3 V2X Call and updated following the result of the call. It is expected actions will be submitted as separate contributions to SA3 plenary (SA3#86). 
For the conclusion of LTE V2X study and start of normative work, we propose to list up current agreement and needed actions (email discussion, conference call, or contribution to the plenary) with its owner, as following table. 
	Key issue
	Proposed solution
	Agreement
	Action/Owner

	#1: V2X Communication Security
	6.1 IBC

6.2 app layer security 

6.10 ProSe (for V3, V2, V4/6)
	Interim agreement in SA3#85 - Application layer security (out of 3GPP scope)

Do we need LTE layer security? No positive answer from anybody yet (other than Huawei)
	Information about status of certificate management from other SDO (ETSI ITS, IEEE 1609.2…)/Qualcomm

	#2: Authorization for LTE-V2X Radio Resources
	6.7 DSRC based
	
	Information from authorization procedure (SA2/CT2 work)/LGE 

	#3: V2X Entities Secure Environment
	-
	Do we need these requirement for UE as well (other than eNB)? 
	Bring discussion paper to the plenary (and possibly to reflector before plenary) /LGE

	#4: Local MBMS Entity (LME) – security of Mv interface
	-
	SA2 ruled out this, so SA3 can close this.
	

	#5: V2V/P authority broadcast communication security by UE for public information announcement over PC5 Interface
	-
	Application layer can handle this. 
	

	#6: Identity/Credentials Security for V2V/P Services
	-
(FYI, SA2 has specified Layer 2 ID in TS)
	
	

	#7: Vehicle UE privacy
	Full solution:

6.3 ID obfuscation

6.9 Encrypted IMSI (V2X MNO)

6.14 V2X MVNO

Full solution (without strong privacy rule):

6.12 P-IMSI

Limited mode:

6.13 V2X autonomous mode and PC5 only

Complementary solution:

6.5 re-attach

6.6 change of ID over all layers


	Need to add authorization part to the evaluation of solutions as well.
Is optional solution (for privacy) plausible depending on regions? If then, any bidding down attack possibility (V2V/PC5 only?)?
	Bring evaluation contribution for discussion to email or conference call/LGE



	#8: V2X data source accountability
	6.1 IBC (ID or Cert)

6.7 DSRC based
	Closed (handled by application layer) 
	

	#9: authentication and authorization
	6.7 DSRC based

6.1 IBC (ID or Cert)??

(Certain privacy solution might satisfy this requirement in itself?)
	Closed (overlapped with other key issues)
	

	#10: Local V2X application server
	-
(FYI, local application server is not included in SA2 architecture, except LME in appendix?)
	If it’s in 3GPP domain, KI#13. Otherwise, need clarification.
	Check result after the V2X Call.
According to SA2 TR and TS (completed), it is open to deploy localised application server, but it only address local MBMS entity, optionally in appendix, which might be addressed by existing LME security.

	#11: Choice of cryptoalgorithm
	-
	Handled by application layer standard including HSM (US, EU,…)
	

	#12: Credential provisioning for V2X services
	6.1 IBC (ID or Cert)

6.7 DSRC based

(Certain privacy solution might satisfy this requirement in itself?)
	If it’s app level, out of 3GPP scope. Otherwise, KI#15 (V3 interface)?
	

	#13: Data communication security between network entities
	6.4 Legacy NDS

6.10 ProSe-like
	Interim agreement in SA3#85 – solution 6.4 and 6.10
	Will bring conclusion text (pros and cons) to email and plenary/Qualcomm

	#14: V2I broadcast communication security over PC5 interface
	-
	May be handled by other KI#1, #5
	

	#15: Security of UE to V2X Control Function interface
	6.8 ProSe-like
	Interim agreement on V3 interface security in SA3#85 – ProSe-like

	Will bring conclusion text (pros and cons) to email and plenary/Qualcomm
(Huawei is preparing another solution)

	#16: Detectability of Malicious LTE-V2X UE Behaviour
	-
	Application layer handled the misbehaviour (e.g. sensor malfunction). For PC5 authorization (misuse of spectrum licensed to operator)?
	

	#17: Securing the communication between V2X AS and LTE network
	6.11 TS 33.246 MB2-C/U, GSS AS

6.10.3.3 ProSe-like
	Agree to base on 6.11, 6.10.3.3 (NDS)
	


4
Detailed proposal

None.
